
 
 
 
Well, this is for educational purpose only. Please read the disclaimer first. During the experimental 
demonstration we have controlled the flow of event which include the vulnerability and exploit 
environment. In order to describe a complete process for the real exploit, the following flow chart 
provides some idea. The theory and principle part of this thing can be applied to other exploit as 
well. 
 
 
  

Vulnerability found, 
created, detected etc. 

Start  
 
 
 
 
 
 
 

Understanding the 
vulnerability. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Preparing the 
exploit. 

Escalate root/Administrator, 
deleting file, finger printing 
the network, sending spam, 

collecting email, 
downloading bad program, 

trojanizing, collecting 
credentials, DOS/DDOS 
launching pad and many 

more. Remote or local? Add 
appropriate codes 

What to 
exploit? 

TCP/IP, OS, kernel, application, 
user level of restrictions. Platform 
dependant. Disable this, disable 
that, kill this, kill that, stealthy 

feature, impersonate, antivirus and 
spyware, malware scanner, rootkit 

detector, user privileges, access 
control list, code security based, 

role security based, web/browser’s 
security  protection/prevention, 
IDS, firewall, log files etc. Add 

appropriate codes. 
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Need to 
bypass 

restrictions? 

 
 
 
 
 
 
 
 
 
 
 
 

Do the re-
coding 

Test the exploit against 
the vulnerability 

Mission 
accomplished? 

 
 
 
 
 
 
 
 
 
 
 

Add more 
features 

 
 
 
 

Test the exploit against 
the vulnerability 

Do the re-
coding 

Mission 
accomplished? 

 
 
 
 
 
 
 
 
 
 
 

End 

Make sure you are 
not caught by the 

authorities 
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